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Abstract — TCP is widely known as being able to provide 

a reliable byte stream process for communication. It is 

the most widespread protocol used for exchanging data 

on the internet and is responsible for more than 90 

percent of the world's total traffic on the internet. 

However, many TCP protocol were designed with little 

consideration given to the security implications. The TCP 

protocol stack, for example, could be quite vulnerable to 

a variety of attacks ranging from IP Spoofing to 

distributed denial of service (DDoS) attack. This paper 

presents a number of known TCP/IP attacks methods 
focusing in particular on password sniffing, SYN 

flooding, IP Spoofing, TCP Sequence number attack, 

TCP session hijacking, RST/FIN attacks, and the low 

rate TCP targeted denial of service attack. This paper 

also examines the drawbacks of these TCP protocols in 

order to provide solutions to such attacks. Finally, a real 

time network simulation is provided along with detailed 

experiments analysis to validate the efficiency of our 

security approaches. 
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I. INTRODUCTION  

 

TCP/IP is a set of protocols that is developed to support 

the internet & allow distant computers to share resources 

across network. Today, many venders are working on 

developing protocols that support TCP/IP. The TCP/IP 

protocol is reliable, robust & has become a standard for 

open system communications in today's networked world. 

However, TCP/IP protocols suffer from a number of 
security flaws due to the improper implementation of the 

applications which use these protocols. TCP, attacks have 

many forms including information theft, system 

compromises and denial of service (DOS) attacks [1], [2].  

Generally, these attacks are classified into passive and active 

attacks depending on the motivations of the attacker. The 

most common form of passive attack is "Sniffing"; where the 

attacker is able to scan the network and read the data which 

is being transmitted. Therefore, the information which could 

be used to potentially gain unauthorized access to a server 

must be protected. On the other hand, active attacks involve 

writing data to network and its subsequent attempts to break 

the protection mechanisms in TCP suits. Indeed, any part of 

the data segments of TCP can be forged. For example, the 

source IP address can be forged, and the attack in this case is 

generally referred to as a "Spoofing" attack. Active attacks 

take on many forms, including DoS and distributed denial of 

service (DDoS) attacks [3], [4].  

Therefore, The TCP/IP protocols are vulnerable to a 
variety of threats and attacks which may affect the 

throughput and delay performance in TCP networks.  A 

program that carries out most of these attacks in is freely 

available on the Internet. These attacks, unless carefully 

utilized, can place the users of intranet at considerable risk 

and expose them to various types of vulnerabilities. This 

paper classifies a range of known attack methods focusing 

in particular on targeted denial of service. The paper 

concludes with an examination of the protocols carried by 

TCP/IP (including FTP for file transfer, SMTP for mail 

transfer, SNMP for network management and https for https 

for secure communication) and proposes a novel method to 
limit their vulnerabilities. 

The rest of the paper is organized as follows: in section 

two, TCP/IP security protocols are surveyed including their 

vulnerabilities & associated attacks. In section three, the 

performance of a flow and congestion control mechanism is 

presented along with other recent DOS attacks. Section four 

presents a new approach for defending against DOS attacks 

in TCP/IP environments. Section five presents simulation 

results, comparing the network performance with and 

without the proposed defending method that protect against 

DOS attacks. Finally, section six summarizes the simulation 
results & outline recommendations for future work.  

II. TCP/IP SECURITY THREATS AND ATTACKS METHODS 

TCP attacks have enormous adverse impact on the 

internet and this explains why they present an issue of 

paramount importance in research communities and 

industrial communities. They include session hijacking, 

SYN flooding, IP spoofing and DDoS attacks. There will be 

a great need, then to handle those attacks and to provide 
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suitable defense methods against them. Most of the 

solutions that were proposed to prevent those attacks 

provided passive protection at or close to destinations, but 

on the other hand, some others provided active protection 

but with consequential damage. For all those reasons, it has 

become quite necessary to provide adequate defense 
mechanisms against these attacks. In this paper, various 

types of TCP attacks and aspects are dealt with, as well as 

their potential solutions to be studied and evaluated. In 

addition, analyzing TCP connections is one of the most 

important issues to address in case of Denial of Service 

(DoS) attacks. To establish a connection, a client sends an 

initial SYN segment, and upon receiving it, the server replies 

with a SYN/ACK segment. Then, the user returns an ACK 

segment to complete the three-way handshaking protocol. 

Finally, the communication will proceed until either the  

client or the server sends a FIN/RST segment. The potential 

for exploiting this vulnerability lies in the early stages of the 
connection where the attacker can generate multiple SYN 

segments without sending the ACK segment that completes 

the three-way handshaking connections. The SYN segment 

requests can quickly exhaust the server resources so that it 

cannot accept more incoming connection segments. SNY 

flooding is fairly similar to DoS attack where an attacker 

tries to identify vulnerable hosts by sending multiple SYN 

segments without completing the connection establishment 

[6]. Similarly, a port-scanning attack can happen whenever 

the port is open and the server responds with a SYN/ACK 

segment. In this attack, the port scanner completes the 
handshaking process by sending a RST segment and 

immediately closes the connection. Recently, several 

solutions have been provided to detect these attacks. Most of 

these solutions are based on a border router which connects 

the server to the Internet.  In the border router method, each 

packet has to pass through three modules: flow sampling 

module, object module, and filter module. In sampling 

module, the packet is classified into a particular flow by 

examining its source and destination IP addresses, and other 

information such as port number of the source. Then, the 

packet passes to the object module which attempts to detect 

attacks by keeping necessary information updated by all 
active path flows. The third module is the monitoring 

module which conducts through the object module and 

periodically scans specified packets [7].  

 However, the obvious deficiency of these solutions 

is that they have to maintain connection information for all 

established TCP flows, which requires more memory and 

processing resources in each router. Secondly, considering 

only a few number of routers may degrade the detection 

capacity of all existing techniques because of the fairly low 

probability of scanning all essential control segments. As a 

consequence, the existing techniques result in poor detection 
rates and a high number of false positives. 

 While DoS attacks can be detected by careful 

analysis and filtered by routers, another class of DoS attacks, 

known as low rate TCP targeted DoS attacks, are capable of 

eluding traditional detection. Low rate TCP attack focuses on 

the bottleneck links in the network, and exploits TCP's 

retransmission timeout mechanism by injecting periodic 

bursts of packets. In this attack, the attacker tries to exploit 

the TCP's congestion avoidance algorithm and force TCP 

connections to timeout with almost zero throughout. 
According to Tahoe congestion avoidance algorithm, 

whenever a packet is lost and its acknowledgement (ACK) 

does not come before RTO period, it then, sets CWnD to one 

maximum segment size (MSS) and starts slow start phase 

until it reaches the threshold value. However, when CWND 

is above the threshold value, the state is congestion 

avoidance phase on which the growth of the CWND is 

linear. Also, when a triple ACK occurs, the threshold is set to 

half of value of CWND. Finally, at the occurrence of timeout 

connection state, the CWND is set to 1MSS and the 

threshold to half of this value.    The whole algorithm is 

illustrated in Figure 1.   

Figure 1. TCP Congestion Control  
 

The problem with Tahoe algorithm is that it takes a 

complete-time period to detect a packet loss. Also, since it 

does  not send immediate acknowledgments, but rather  

sends three duplicate ACKs, then, also, CWND window is 

halved and hence, the transmitted bit rate is reduced 

significantly.  

So, one key question is how to calculate the length 

of time out value: if set too high, flows will wait long time 

to recover from congestion. .Similarly, if set too low, 
retransmissions will occur whenever packets are assumed 

lost while in fact the data are merely delayed. To address 

this problem, Paxon and Allman experimentally showed that 

TCP gives nearly maximal throughput if the RTO value is 

bounded to one second [8].  However, this fact is utilized by 

attacker and they set their minRTO to be one second also. 

Since the atteacker  determines the appropriate minRTO, 

then, all the pakcets of one congestion window (CWND) 

will be retransmitted after this minRTO whenever RTO 

equal to minRTO and untill it experiences a dropped packet. 
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This causes the queues at the routers to build up producing a 

fload attack. 

There is also another type of DoS attack, which 

was developed more recently and which is named Induced 

Low Rate TCP Targeted denial of service attack [9]. The 

name states that the attacker induces a server to perform low 
rate attack. The attacker can perform this attack by 

exploiting the technique of optimistic acknowledgement. 

This new technique involves an attacker sending a stream of 

acknowledgements for a data that has not yet been received.  

In this scenario, a TCP receiver acknowledges the receipt 

of data segments sent to it by the server. A TCP server varies 

its transmission rate based on receiving acknowledgments of 

the segments it sends. An optimistic TCP acknowledgment is 

an ACK sent by the attacker for a segment that it has not yet 

received. A DoS attack exists in the potential for a recipient 

to send optimistic acknowledgments timed in such a way that 

they correspond to legitimate data segments that the sender 
has already injected into the network. As a result, the server 

believes that the transfer is progressing better than it actually 

is and may increase the transfer rate at which it sends data. 

An important impact of this condition is the induced low rate 

the attack introduces. An attacker exploiting this DoS attack 

can potentially cause victim servers to transmit much more 

data than the bandwidth available to the attacker causing 

congestion to the network. 

III. SECURITY IMPLICATIONS AND CONSIDERATIONS 

Several schemes have been presented recently to defend 

against denial of services attacks in TCP/IP environments. 
What we should consider here is that the attacker has 

already identified the drawbacks and has formed DoS 

attacks characterized by the use of low rate and request data 

to achieve the flood of server resources. This may also 

appear in the TCP/IP suite and its own protection 

mechanisms due to the security flaws as mentioned above in 

this paper. 

In [11], [12] a survey on detection and protection schemes 

has been proposed. In this approach, the researchers have 

analyzed several DoS attack patterns of different TCP 

congestion controls such as TC Reno and Taho and proposed 

two alternative solutions. The first solution involves fair 
queue scheduling algorithm, where all the packets have equal 

opportunities to access the edge router in a manner that limits 

the effectiveness of DoS attack. The drawbacks of this 

solution are that it is not scalable and it requires potentiality 

in distributing routers. On the other hand, randomizing 

minRTO would also affect the protocol performance during 

non-attack periods.  

At present, most traditional protection mechanisms 

against DoS attack are effective only when attacking 

signatures are detected. So, the security protocols must 

record more network information, so that we can enhance the 
performance of detection. Certainly, recording more 

information means that more resources will be consumed. To 

avoid this, Shevatker et al. [13] proposed an approach that 

deploys an early detection module on the edge router which 

connects server to the Internet. The installed detection code 

will examine, then ,the IP address and port number of the 

received packets, and check whether they are malicious or 

not. Therefore, this module detects attack and prevents 

flooding or abnormal state of network such as network 
congestion.  However, one drawback of this approach is that  

it cannot maintain all information needed to detect all TCP 

flows in aggregate traffic due to the limited resources of the 

edge routers. In addition, this approach fails to detect attack 

when it occurs in distributed network environment where no 

central authority is present to verify other edge routers.  

To protect the TCP implementation against TCP targeted 

DoS attack, a number of countermeasures have been 

proposed. Some schemes are designed specifically to analyze 

the traffic by using different analytical techniques including 

sampling, filtering, signature matching, and feature 

extraction. For example H. Sun et al. [14] proposed a 
coordinated router to check what sort of traffic is going out, 

and determine to which server it is communicating. Thus, if 

the targeted TCP DoS attack is discovered by the router, 

action can be taken to defeat the attack and the router tries to 

find out which port the attack is coming from and port the 

attack it is targeting. The effectiveness of this scheme comes 

from the ability of the router to detect attacks close to their 

sources and  even go so far as to distinguish between 

malicious packets and legitimate ones.  

Unfortunately, while achieving detection for attacks that 

uses a single source of attack, this scheme fails to detect 
attack that is done in a distributed fashion. It is also clear that 

the detection and prevention technique has to be applied to 

all routers in the network, as source can be anywhere in the 

network area. In addition, this detection scheme requires 

sampling, filtering, signature matching, and feature 

extraction techniques which would not be considered for 

large networks. 

There are other schemes that have proposed in the 

literature to exploit the abnormal behavior of networks and 

their services to detect the attack, thereby mitigating the 

attack very effectively [15]. For example, other researchers 

proposed an approach to deselect these attack patterns at 
border router or firewall [16]. Based on the access history 

stored in the internal structure of the routers, each packet 

flow will be marked as malicious if its traffic statistics in the 

flow table of the router indicate that the flow takes an 

extended period of time. So, if the flow presents a periodic 

pattern with period equal to minRTO, then the burst length is 

greater than or equals the RTT's of other connections with 

the same server. However, the   deficiency of this scheme is 

that it cannot distinguish between legitimate packets and 

malicious ones since the normal packets often exhibit the 

same behavior as the one infected [17].   
 Kwork et al. [18] proposed a scheme called HAWK 

(halting Anomaly with Weighted choking), where they 

record attack flows into a small table and drop packets from 

those flows to halt the attack. A general drawback of this 
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type of approaches is that they have difficulty in identifying 

a set of distributed Shrew attack flows where each flow 

occupies a small bandwidth share, while the aggregate 

bandwidth is large enough [19]. In particular, although 

HAWK can possibly tell whether a Shrew traffic exists 

among legitimate flows, it cannot precisely isolate malicious 
flows. In contrast, SAP does not attempt to identify the 

attack flows; it simply controls the drop rates of victim 

flows. 

IV. PROPOSED MECHANISM 

For securing the TCP protocol against optimistic TCP 

acknowledgment that can cause denied of service attack, a 

new mechanism is presented here. It was first presented by 

S. Savage et al. in their paper, "TCP congestion control with 

a misbehaving receiver" as they briefly mentioned the 

possibility of using this attack to drive attack. Later, R. 

Sherwood et al. published a paper entitled. "Misbehaving 

TCP receivers can cause internet wide congestion collapse", 
in which they present the impact of this attack on TCP based 

network. In normal operation the attacker hopes to increase 

the date rate of packets sent by the server and, consequently, 

exhaust the server and prevent it from responding to 

legitimate users. Consequently upon receiving the 

acknowledgement, the attacker will intentionally increase 

the CWND by one MSS in attempt to increase the rate of 

data transferred to him in a malicious manner.  Obviously, 

when the attacker requests large files from the target server, 

eventually leading it to increasing the data rate and congest 

the network as shown in figure 2. 
 

Figure 2. DoS Attack Scinario  
 

Now once that happens for an extended period of time, the 
resources of the server will be consumed by sending more 

data segments.  

In addition, only one solution is proposed to detect 

such induced DoS attack [20], and involves adding new field 

in the TCP header which is rather impractical solution. In 

this scheme, the author introduces two fields into the TCP 

packet format: Nonce and Nonce reply. For each data 

segment, the sender fills the nonce field with a unique 

number generated when the segment is sent. When an 

acknowledgment is generated by the receiver in response to a 

segment, it produces the nonce value by writing it into this 
nonce reply field by which the sender can arrange to only 

increase CWND in response to duplicate acknowledgments 

as indicated earlier in figure 1. Obviously, the 

implementation of TCP suite can't be modified all at once, all 

over the world. One possible solution was proposed by R. 

Sherwood [21] who testified that any server could drop 

packets intentionally in attempt to observe the optimistic 

acknowledgment attack. Therefore, if this type of DoS attack 

exists, the attacker will not send duplicate acknowledgment, 

and in this way optimistic acknowledgment is detected. The 

main deficiency of this solution is that it decreases the 

throughput efficiency of a genuine TCP flow as they have to 
reduce their data stream down when the victim's sever 

intentionally drops the packets. Other solutions involve the 

changes in two modules – the server which does all the 

detection and mitigation process, and the attacking module 

which has access to variety of tools to attack the victim's 

server.  The attacker in this proposed scenario sends false 

acknowledgment bytes which are equivalent to the regular 

segment size (1MSS). Whenever a new segment with bytes 

less than MSS size is transmitted, a variable packet number 

is increased by one, and hence, the difference can be 

detected. Also, the solution of the low rate TCP targeted 
attack can be applied here, but these two approaches still 

have their own limitations and weaknesses as discussed in 

the previous paragraph in this paper.   

In this paper, an algorithm which detects the 

induced attack in general and mitigates the optimistic 

acknowledgment is proposed. The potential of this proposed 

approach lies in the fact that it involves a little change of 

implementation in the victim's server, and it does not  require 

any modification neither in the TCP packet format nor in the 

router. In addition, the complexity of the algorithm is in the 

order of packet transmission time. Therefore, the proposed 

approach does not require additional memory or resources. 
The only assumption of this scheme is that there is no 

segment of the previous connection which has been 

destructed is restored.  Indeed, the previous segment can 

only be received after the victim's server crashes and then 

recovers all these TCP connections within maximum 

segment life time [22], which is often impractical. In this 

case, all other flows are considered as false positive.  

In the algorithm, the victim's server generates three 

random numbers r1, r2, and r3 automatically to manipulate 

the number of packets sent and received in a way that 

protects the victim's server from DoS attacks in general and 
optimistic acknowledgment attacks in particular [23], [24], 

[25]. These three numbers are selected one by one, at 

random from n integer, and the range of each number is 

chosen to be in the range between 1 and 100 inclusively.  
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Indeed, the function rand ( ) is used to initialize the random 

number generator which applies a time function to generate 

these random numbers. The main idea behind this algorithm 

is randomizing the number of bytes specified in the TCP 

maximum segment size (MSS). On receiving an optimistic 

acknowledgment, the victim's server will check the 
acknowledgment number to see which packets are actually 

acknowledged. Once the MSS message is sent, the attacker 

won’t know which packets have been sent and how much 

less data the server would send. The attacker will think that 

each segment has a fixed number of bytes, and hence 

creating optimistic acknowledgments which will be easily 

detected on the server side.  

For example,  if the MSS is a multiple of 512 bytes, and 

the default MSS advertised is 2048 bytes, the MSS is set to a 

different size based on the following formula : MSS (r1) = 

MSS – (r2+r3), where r1 represents  the MSS sequence 

number, r2 represents the number of bytes reduced, and r3 is 
a counter that is increased  by one each time a new segment 

is sent. From the receiver's perspective, the attacker replies 

acknowledgments prior to actually receiving the MSS 

segments it acknowledges. For example, if the victim's 

server sends data [512 : 1024],  the attacker may 

acknowledge 1024 and immediately acknowledge 1565 

without actually receiving data [1025:1565] aiming to induce 

DoS attack by increasing the CWND arbitrary rate. 

However, the detection is achieved by differentiating 

malicious streams of optimistic TCP acknowledgments from 

normal TCP acknowledgments as explained in the formula 
above.  Therefore,  and because none of the received 

acknowledgments have the same sequence number of the 

subsequent segments,  the server will immediately terminate 

the connection and close the associated TCP socket.  In this 

manner, the proposed algorithm could detect optimistic 

acknowledgment attacks efficiently and resist DoS attacks. 

In terms of computation time, the algorithm could also detect 

DDoS attacks more efficiently as the detection rate of the 

proposed algorithm is relatively high among distributed 

networks. From the receiver side, the attacker needs to guess 

three numbers correctly in order to escape the detection. 

Obviously, the probability of guessing four numbers with 
each number randomly chosen from 1 to 100 is "1 in a 

million" chance before the attacker can succeed in 

comprising the system. 

V. SIMULATION RESULTS 

In this paper, the proposed algorithm for the NS2 

simulator (26) is implemented and its performance against 

induced Dos attacks is evaluated and other various results 

are presented. The proposed defense mechanism is 

compared with the induced attack scenario in order to 

correlate them together and compare the performance with 

and without TCP DoS attacks. The performance is evaluated 
according to the following metrics: first, the aggregated 

throughput which is measured in terms of kbit/sec is 

delivered. Second, the loss of packets caused by the induced 

DOS attack is measured as a number of packets lost divided 

by the total packets sent during the process. In the first 

experiment, the bandwidth is varied from 20% to 80% and 

the simulation time is 5 sec in all cases, 

The simulation result shows that the proposed protection 

mechanism achieves optimal throughput utilization when 
compared with unprotected TCP data transfer rate. More 

specifically, if the most effective bandwidth at which TCP is 

able to communicate over a protected scenario is 789.66 

kb/sec, the analysis will show that it was 159.97 Kb/sec for 

non-protected scenario where the attack is conducted and 

still in progress.  Figure 3 compares the results between a 

genuine TCP throughput and the throughput of the protected 

approach. Obviously, the proposed protection mechanism 

offers nearly the same TCP throughput values.   

                Figure 3. Comparison of results   

VI. CONCLUSION AND FUTURE WORK 

In this paper, several security weaknesses in TCP/IP 

protocol suite were discussed such as DDoS attacks & 

induced TCP attacks. Other attack scenarios that exploit 

vulnerabilities in TCP environments were analyzed. 

Moreover, "long lived" flows caused by optimistic 

acknowledgment and induced attacks resulting in sudden 

increase in the TCP traffic load were estimated. In this paper, 

a lightweight detection scheme that can effectively identify 

induced TCP DDoS attack and mitigate it is proposed. This 
scheme does not need any new implementation of TCP suite. 

Also, the overall computational complexity of the scheme 

was affordable and bounded only by the packet transmission 

time. Therefore, this scheme does not need additional 

memory or CPU utilization and the performance analysis 

showed that the proposed protection scheme offers nearly the 

same throughput performance as genuine TCP/IP network.  

The future work will study the application of the proposed 

scheme to a real TCP network and the evaluation of its 

performance against different types of DDoS attacks. 
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